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Abstract: The Fourth Industrial Revolution (IR 4.0) is characterised by the advancements 
in automation and utilisation of data exchange technology to improve the productivity of 
manufacturing sectors. IR 4.0 reshapes almost every aspect of life. In the field of education, IR 4.0 
has shifted traditional-based learning towards technology-based learning. This article discusses 
the impacts of IR 4.0 on the education system, particularly the design and implementation of 
assessment at higher education institutes. It also sheds light on how educators’ roles and their 
assessment practices are changed, challenged and improved by technological advancements.
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Industrial Revolution 4.0 and the Issue of Skill Gaps

Industrial Revolution (IR) 4.0 which began in 2000 is the cumulative result of the 
advancements of three past IRs: IR 1.0 (late 18th century) focusing on mechanical 
production using water and steam power, IR 2.0 (beginning of the 20th century) 
anchoring on the electrical production line and IR 3.0 (beginning of the 1970s) 
emphasising on digital automation (Pauceanu et al., 2020). As indicated by the 
World Economic Forum (WEF) (2020), the rapid expansion of digitisation and 
robotisation of work taking place in IR 4.0 hugely affects an individual’s future 
career encounters by changing the fundamentals of employment, standards of living, 
communication, nature of business and income increments. Technologies such as 
Big Data, Internet of Services, cloud manufacturing, Internet of Things, robotics, 
augmented reality (AR) and virtual reality (VR) have brought immense changes 
to job demand (Kazancoglu & Ozkan-Ozen, 2018; Pereira & Romero, 2017). 
Furthermore, the transformation from conventional human labour to digitalisation 
is causing high unemployment (Hirschi, 2018). Through these progressions, one-
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third of present occupations will be eliminated, and around 85 million positions 
might be uprooted by the changes taking place in the division of work among 
employees and machines by 2025 (Whiting, 2020). According to the Cognizant 
Centre for the Future of Work (2017), 21 million new job scopes are gradually being 
created, escalating the need for new future skills that will help graduates sustain jobs 
in the upcoming labour market. This is evident from WEF’s report (2020) that apart 
from the reskilling requirement for 50% of all current employees, fresh graduates of 
universities are required to have mastered employability skills by 2030. According 
to Cassidy (2006) as well as Fajaryati and Akhyar (2020), employability skills are 
skills that cut vertically across all positions from every level up to the chief executive 
officer and cut horizontally across all industries. Examples of employability skills 
include problem-solving, people management, critical thinking, communication 
and creativity. In other words, employability skills are abilities and talents needed by 
graduates to adjust well and relevantly in a dynamic workplace alongside performing 
their job scopes (Munadi et al., 2018; Misra & Khurana, 2017; OECD, 2015). 

The recent demonstration of insufficient employability skills by entry-level job 
applicants has drawn employers’ concerns (Ahmad et al., 2020; Barton et al., 2020; 
Lisa et al., 2019). There are inconsistencies between fresh graduates’ employability 
skills and employers’ expectations (Ahmad & Pesch, 2017; Langer et al., 2016; 
Mohan et al., 2018; Singh et al., 2013). According to Global Partnership for Education 
Report (2020), 80% of job applicants failed to get employment as more than 50% of 
stakeholders struggle to track down applicants with the right employability skills in 
line with the opening positions. The report also asserted that employers in this IR 4.0 
era are hunting for employees who can solve problems, communicate, think critically 
and collaborate well in a dynamic work environment. To save the operational costs 
of conducting workshops and training to upskill job seekers, employers prioritise 
hiring those that leave their higher education institutes (HEIs) with the right skills 
(Fajaryati & Akhyar, 2020). Therefore, the issue of unemployment due to gaps 
in employability skills among graduates of HEIs can be tackled if they undergo 
professional development courses and training to develop their competency to adjust 
rapidly to the progression taking place in the realm of work (Brewer, 2013).

Implications of IR 4.0 on Higher Education

HEIs as the anchor establishments for the job market need to change the methods 
of preparing their graduates into qualified talents in response to the requirements of 
IR 4.0 (Maria et al., 2018). With regard to this, the term “Education 4.0” emerged. 
Aside from integrating technology into teaching pedagogies, Education 4.0 also 
emphasises the teaching and learning processes to be student-centred to ensure 
personalised learning (Chea & Tan, 2019; Hussin, 2018). For HEIs to stay relevant 
and competitive in IR 4.0, higher education providers (HEPs), including their policy 



APJFES Vol. 1 No. 1 2022

Impact of IR 4.0 on Assessment at Higher Education Institutes  3

makers and practitioners are expected to move towards settings of current and future 
strategies and policies according to the preparation of students for future leadership 
positions in a globalised and knowledgeable society (Ernst & Young, 2017; Wan 
et al., 2018). HEPs are anticipated to install the employability model into their 
educational plan to close the gaps between employers’ expectations and graduates’ 
skills (Fajaryati & Akhyar, 2020; Misra & Khurana, 2017). For example, programs 
in HEIs should be redesigned to cultivate employability skills in each branch of 
knowledge with the goal of making skill advancement indivisible from the learning 
process (Barton et al., 2020).

To develop employability skills, the teaching and learning processes should 
be designed to promote meaningful learning among university students (Halili et 
al., 2021). To do so, HEPs need to adopt a more proactive strategy with regard 
to practical skills being combined into academic programmes and assessments just 
as prolonged hands-on internships (Wan et al., 2018). This is also alluded to as 
authentic learning where graduates are physically involved and engaged in acquiring 
skills in real-life contexts which are then used to cultivate their work readiness to 
thrive at their desired jobs in the real world later on (Kapareliotis et al., 2019). This 
technique is powerful since employers can impart their insights towards graduates’ 
skill advancement in HEIs as indicated by the future necessities of the labour market, 
in contrast to sending their employees to training post-hiring which is professed 
to be both ineffective and costly (Aini Abudullah et al., 2020). In line with this, 
HEPs are encouraged to utilise VR and augmented technology, two of the rising 
advances in the field of education today that consolidate audio, texts, pictures, 
recordings and 3-D objects as a vehicle of learning in classrooms and in research 
laboratories (Dunwill, 2016; Lase, 2019). This backs the improvement of graduates’ 
learning viability by creating effective competency, technological and organisational 
innovation alongside graduates’ capacity to dominate a complex and unfamiliar 
circumstance once they join a working environment (Lawrence et al., 2019). These 
methods will create a platform for them to practise associating new data with the 
knowledge they now have and apply it to tackle existing issues ultimately meeting 
the IR 4.0 needs (Pauceanu et al., 2020).

Implications of IR 4.0 on Educational Assessment

IR 4.0 also influences the design and implementation of educational assessment at 
HEIs. In terms of the design of assessment, HEPs should move towards the assessment 
of employability skills and practical knowledge as opposed to conventional testing 
commonly referred to as assessment of learning (AoL) (de Lisle, 2014; Pauceanu et al., 
2020). AoL is conducted towards the end of a learning unit to affirm if students have 
met the educational plan’s objectives by allocating grades through paper-and-pencil 
examinations such as tests and year-end examinations (Lian et al., 2014). However, 



APJFES Vol. 1 No. 1 2022

4 Tharani Ramasamy and Lee Yee Ling

the assessment of employability skills and practical knowledge requires graduates to 
apply knowledge and skills as well as to reflect on their learning experience (Kechagias, 
2011). This type of authentic, performance-based assessment is challenging but 
necessary as it eventually enables graduates to stay employed and contribute to the 
achievement of entities (Kechagias, 2011). In this regard, a move away from AoL 
to integrate an authentic assessment that measures performance straightforwardly 
in a “real-life” setting is more appropriate. The authentic assessment can assess 
graduate performance in a more valid manner as it captivates them in challenges that 
intentionally address common scenarios driven by digitalisation and robotisation 
(Kim et al., 2019). Overall, this exposure expands opportunities for graduates to 
apply their learning to various contexts, advocating high-order reasoning alongside 
showcasing their problem-solving abilities (Purnomo, 2017). 

Nevertheless, not all authentic assessments are “authentic” in nature unless it 
expects graduates to effectively complete complex tasks using their prior knowledge 
alongside the application of skills to solve real problems. Therefore, there is and 
will be high anticipation for the authentic assessment to integrate the notions of 
assessment for learning (AfL) (Birenbaum et al., 2015). According to OECD (2008), 
AfL is a continuous assessment approach that is embedded in and supports the day-
to-day teaching and learning process. In this process, students take responsibility 
for their learning by actively participating to form their comprehension of new 
conceptual knowledge, fostering an assortment of methodologies that empower 
them to put novel thoughts into bigger settings, and figuring out how to assess the 
quality of their own and their peers’ output on par with well-explained learning goals 
and criteria (Black & William, 2009; Briggs, 2017; Darling-Hammond, 2006). As a 
result, it commissions graduates to advance critical thinking, analytical thinking and 
metacognitive skills which will eventually become significant for their lifelong learning 
journey and which Maher and Neild (2005) distinguish as profoundly esteemed 
traits for expanding graduate employability skills. While AfL is not an elixir that can 
settle all changes in the education sector, it is still an influential method for meeting 
the objectives for high performance, the top calibre of education outcomes alongside 
empowering graduates with knowledge and capabilities for lifelong learning required 
to solve the issues of skill gap (OECD, 2008). 

Since the assessment culture of IR 4.0 is also inseparable from technology-
based learning, it is exceptionally significant that teaching and learning processes in 
which ongoing assessment is integrated coordinate with the most recent information 
technology development. An example is the consolidation of offline with online 
teaching and learning processes such as hybrid and blended learning (Wanner & 
Palmer, 2015). The usage of smart gadgets and applications such as Google Workspace 
(previously known as G Suite), WhatsApp, Padlet, Edpuzzle, Kahoot and Quizlet 
will also influence the adequacy and speed of the accomplishment of learning in 
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this digital era (Syed Chear, 2017; Shatto & Erwin, 2016). Apart from permitting 
students to choose their approach in showcasing their comprehension of content 
knowledge (Falchiko & Thompson, 2008), implementing technology-based learning 
will empower the integration of collaborative learning among graduates within, 
across and beyond HEIs which is crucial in the development of employability skills 
(Daud & Khalid, 2014). Technology integration enables graduates to collaborate 
with their peers, mentors and experts from various values and cultural settings 
professionally. Here they will be expected to see the value in the talents and strengths 
each peer brings to the table to solve the problem in front of them as they would in 
an authentic working environment in the future (Purnomo, 2017). 

Rapid changes to technology during IR 4.0 not only diversify assessment 
methods but also improve the validity and reliability of assessment. For example, VR-
based assessment tools can be used to assess and reinforce student learning outcomes 
(Sun et al., 2019). VR immerses users in an artificial environment resembling real-
world surroundings, enabling them to apply knowledge and skills to solve a task 
without the need to be in a physical lab (El-Mounayri et al., 2016; Sun et al., 2019). 
Thus, utilisation of VR improves the validity of assessment as the tasks are designed 
to achieve the intended learning outcomes. Plus, artificial intelligence (IR) can 
replace humans in assessing graduates’ communication skills. In addition to asking 
questions and recording candidates’ responses, IR is now designed to have dialogues 
with candidates and mark their responses objectively (Van et al., 2021). Automated 
marking of exams using cloud computing reduces human errors and subjectivity in 
marking, and thus, reliability of assessment can be improved (Yeole, 2019).  

Roles of Educators in the Assessment Paradigm

In the transition of assessment caused by IR 4.0, educators are anticipated to support 
the transition of the education system and move away from their typical routines — 
instructing a classroom full of students followed by testing students for certification 
purposes — to being facilitators who prioritise AfL. Educators are expected to excel 
in aligning their practice in assessment with the elements of AfL (Halili et al., 2021; 
Lase, 2019). Firstly, educators should involve students actively in their assessment 
processes (OECD, 2008). To promote AfL, students need to familiarise themselves 
with the skills required for self- and peer-assessment where they provide feedback 
to their own or their peer’s work against clear goals and success criteria (Allen et 
al., 2013). These goals and criteria are the results of active collaboration between 
students and their instructors where both parties develop a mutual understanding of 
the students’ present learning status with what they need to do to advance in their 
learning (Evans et al., 2007). Therefore, by actively engaging students, educators 
lead students away from being needed to only memorise and regurgitate the subject 
matter to being involved in constructing their knowledge and abilities based on 
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their learning abilities when they solve authentic issues in today’s community 
(Ahmad et al., 2020; Lumadi, 2013). According to Heritage (2007), when educators 
consistently fulfil this role, students will involve themselves in metacognitive 
processes that develop self-regulation strategies, eventually enabling themselves to 
adapt to their learning tactics to meet their learning aims, goals and needs. On top 
of that, they will also become effective communicators who will be able to explain 
their learning progression to third parties where necessary to ensure the development 
of competencies in employability skills carries on as expected (Binkley et al., 2012; 
Kim et al., 2019).

Educators are also anticipated to integrate technology in the teaching and 
learning processes especially with the literacy of the Technological Pedagogical 
Content Knowledge (TPACK) model proposed by Mishra and Koehler (2006). 
The TPACK model recommends the ideal mix of pedagogical, technological and 
content abilities with the end goal for educators to provide the most rounded 
instructive experience (Santos & Castro, 2021). Hence, it will permit them to move 
past oversimplified methodologies that treat technology as a simple supplemental 
instrument but as a coherently embedded academic reality (Saudelli & Ciampa, 
2014). Integration of technology is also considered an instrument that has a close 
interrelationship with enhancing accountability, creativity and collaboration in 
learning (Ghavifekr & Rosdy, 2015). Educators are expected to be more creative 
and innovative in integrating technology into their classroom practice. Lessons 
planned with technology integration are more engaging and interesting, expanding 
the opportunities for graduates to fabricate their employability skills through the 
different degrees of tasks that they could do with technology at their own pace 
(Ghavifekr & Rosdy, 2015; Gunn & Hollingsworth, 2013; Shafie et al., 2019). 

It is essential to involve educators and students in the feedback loop so that 
students can make progressive improvement based on the comments given by 
the educators (Cauley & McMillan, 2010; Heitink et al., 2016). Feedback is 
both formative and effective if it is descriptive, clear and contains model-based 
data that shows the students their current position in a learning progression, how 
their comprehension contrasts from the ideal learning objectives and how they 
can move ahead. Educators can utilise technological advancements to make their 
feedback more helpful and beneficial to their students. For example, automated 
and personalised feedback through the intelligence of computer-aided assessment 
is anticipated as it can provide prompt feedback to students, assisting them to take 
faster corrective actions to improve and enhance their learning (Marriot & Lau, 
2008). As a follow-up action to the formative feedback, educators are expected to 
use the evidence collected from students’ performance to modify their instructions 
to close the learning gaps identified (Van der Kleij et al., 2015). This will create an 
expanded opportunity for students to internalise the feedback and apply the next 
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step to improve their learning. Since the feedback is personalised according to each 
student’s learning needs, abilities and requirements, it can strongly and positively 
affect students’ self-esteem and motivation (Black et al., 2003; Hill, McNamara & 
Sutton, 2021; Nur et al., 2022).

Challenges faced by Educators in the Assessment Paradigm 

Despite the suitability of authentic assessment in developing and nurturing the 
employability skills that the graduates require to realise their optimal potential in the 
ever-changing work environment as an effect of IR 4.0, many challenges may hinder 
the educators in implementing the authentic assessment approach effectively (Hall 
& Burke, 2003). The two challenges discussed in this article — educator’s resistance 
to change and pressure from external factors — are correlated in real-life settings 
(Deluca et al., 2012).

The first challenge is the teacher’s resistance to change in terms of technological 
integration in their day-to-day teaching processes in which authentic assessment 
will be simultaneously incorporated (Lawrence et al., 2019). This challenge can be 
perceived as an internal factor as the resistance often derives from the educators’ 
perceptions, beliefs and attitude towards the assessment approach in question. 
To date, most educators unequivocally perceive that the conventional method of 
teaching as the best educating technique (Yan & Cheng, 2015). This is evident when 
a significant degree of opposition comes from the educators when they are either 
recommended or expected to incorporate technologies into the teaching processes. 
They regard AfL as an extra fragment that needs extra time, resources and effort 
rather than a consolidated portion in their everyday instruction processes (Dixon 
& Haigh, 2009). This leaves them with difficulties to satisfy the current demands 
of learners especially when their learners comprise of the Z and Alpha generations 
commonly referred to as digital natives (Abraham & Reginald, 2016). Over time, this 
may result in educators failing to increase students’ engagement in learning, causing 
them to be labelled as educators with low-self efficacy in technology integration and 
are easily dispensable in today’s education world (Ismail et al., 2020). Educators have 
a negative mindset towards technology integration even though they are expected 
to nurture competent students for future dynamic jobs which will be dominated 
or supported by technologies (Abraham & Reginald, 2016; Howard & Mozejko, 
2015).

Apart from the internal factor, the misalignment of instruction and assessment 
needs by external factors greatly affects educators in their design and implementation 
of assessment. For example, whenever administrators of HEPs, policymakers  
and/or government bodies emphasise on instruction and assessment methodologies 
such as AoL mainly to gain satisfactory yearly progress in terms of graduation rate,  
the educators face hurdles during the analysis and selection process of the best  
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assessment methodologies according to their student’s needs and learning abilities 
from the wide range of options available (Fastier & Mohamed, 2015). This  
discourages educators from implementing AfL effectively and innovatively causing 
them to wind up instructing the syllabus rather than the students, moving further 
away from the cultivation of employability skills compatible with IR 4.0 (Ahmad et 
al., 2020; Lian et al. 2014; Lumadi, 2013; Militello & Berger, 2010). The said need 
by external factors also showcases the absence of contribution by educators in the 
decision-making cycles around their daily tasks holding them back from transforming 
into practitioners who look forward to executing new assessment approaches that 
uphold students’ positive learning experiences through the preparation to face a fast-
paced future (Bennett & Gitomer, 2009).

How Educators can Move Forward in the Assessment Paradigm

The role of educators in general as instructors, mentors and parental figures in the 
HEIs will not be completely supplanted by technological refinement. Therefore, it 
is significant for educators to face the changes in the world due to technological 
advancements positively rather than view them as a threat, by making the effort to 
learn, adapt and share alongside relevant parties to upgrade themselves to be qualified 
and competitive with the world (Salmon, 2019).

Educators need to make the effort to join continuous and sustainable professional 
development programmes which build their capacity to use technological resources. 
Such programmes can engage educators in professional growth, empowering them 
to immerse themselves in the examination of fundamental inquiries regarding being 
a subject matter expert in this fast-changing world (Wylie et al., 2009). However, 
educators cannot effectively carry out the new assessment paradigm caused by IR 4.0 
overnight (deLuca et al., 2012). Hence, it is vital for educators to root their expert 
advancement encounters in what they really do in their daily teaching processes for 
the said assessment practice to be implemented in a way aligned with its purpose. 
This is in line with the discoveries of Graven and Lerman (2003) as well as Volante 
and Fazio (2007) which affirmed that educators foster a collection of actions that 
are formed by both the standards and by the conceptual knowledge that is gathered 
through practice.

Leitch and Day (2000) stressed the significance of educators to consolidate 
reflection into their customary instructing practices. The scholars urged educators to 
utilise students’ data and observation of lessons to reflect and further develop their 
assessment practice in which performance-based assessment and AfL are inseparable 
from successful professional advancements (Washington, 2019). For example, by 
reflecting on their practices, educators examine incidents, patterns, areas of weakness 
alongside strengths that may somehow have been disregarded so that they can 
internalise their reflections as feedback to inform their future practices, including 
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their comprehension and convictions on AfL (Trumbull & Gerzon, 2013). According 
to Leitch and Day (2000), this internalisation and adjustment to future instruction 
is known as action research where educators work on reasoning, directing themselves 
towards finding out about their practices and the improvements they desire to stay 
competitive and relevant with the new paradigm they find themselves in.

Additionally, since educators frequently work in solitary, collaborating with peers 
is hence another element of planning and working on their practices for this new 
paradigm. Long-term professional development which encourages the development 
of educators’ learning communities is one of the most successful ones (Gardner et 
al., 2011). Learning communities create platforms for educators to review, revise and 
discuss with their colleagues and with international educators through the assistance 
of the internet on what they can learn from the teaching and assessment evidence 
collected (Falchikov & Thompson, 2008). Through this sharing, a wider variety of 
methodologies on AfL can be customised by educators to fit the local culture of 
students and industries (Andersson & Palm, 2018). This will allow educators to 
associate and be more open to asking and answering key questions such as why 
and how students are being assessed (Stiggins & Chappuis, 2016). Consequently, 
educators will be able to implement various assessment practices which effectively 
meet students’ diverse needs, abilities and interests in accomplishing the advantageous 
learning outcomes. As a whole, these efforts of educators will enable them to become 
a “constructive force” that guides and supports student engagement, motivation and 
passion in procuring the essential skills and subject matter knowledge for their future 
employment (Ahmed et al., 2016; Ottewill, 2003).

Conclusion

As educators, the following decade won’t just challenge us to re-evaluate learning for 
this sort of circulated, dynamic and ultimately creative workforce. It will motivate 
educators to reimagine the jobs, practices and principles of assessment for the 
challenging pathways that the upcoming graduates will pioneer in line with IR 4.0. It 
is essential to develop students into versatile and inventive thinkers who are capable 
of choosing and using the right skills and knowledge to draw modern solutions 
for modern problems. For this empowering process to take place effectively, an 
interrelation between industry revolutions and education sectors must be prioritised 
(Maria et al., 2018) because “the isolation of the school is the isolation of life’ (Dewey, 
1907).

Open Access: This article is distributed under the terms of the Creative Commons Attribution 
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